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Aws Certificate Security Specialty (Scs-C01) 

Domain 1: Incident Response 

1.1 Prepare for incident management 

1.2 Develop and implement an incident response plan 

1.3 Respond to and recover from incidents 

 

Domain 2: Logging and Monitoring 

2.1 Determine how to set up AWS 

infrastructure for logging and monitoring 

2.2 Determine how to set up AWS services for 

security monitoring 

2.3 Differentiate between security and compliance 

controls 

 

Domain 3: Infrastructure Security 

3.1 Differentiate between security and compliance 

controls 

3.2 Make determinations of data classification 

and how data is protected 

3.3 Assess vulnerabilities within your infrastructure 

 

Domain 4: Identity and Access Management 

4.1 Implement and manage Identity and 
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Access Management (IAM) policies 

4.2 Use AWS Identity services to authenticate 

and authorize 

 

Domain 5: Data Protection 

5.1 Apply data protection best practices 

5.2 Encrypt data in transit and at rest 

   5.3  Use other encryption services 

 

Domain 6: Assessment and Authorization 

6.1 Apply security at all layers 

6.2 Use AWS services to manage and enforce 

compliance 

6.3 Identify and remediate vulnerabilities or 

weaknesses 

 

Domain 7: AWS Security Services and Features 

7.1 Use AWS security services and features to 

implement security controls 

7.2 Implement IAM features for authorization 

and access control 
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