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SC-900T00 Microsoft Azure Security,
Compliance, and Identity Fundamentals

1. Describe Security Concepts
1.1 Understanding security, compliance, and identity
1.2 Common security threats
1.3 Security best practices in Azure

2. Secure Azure Services and Data
2.1 Azure network security
2.2 Azure 1dentity services and governance
2.3 Azure security tools and features
2.4 Azure data protection

3. Secure Azure Identity and Access
3.1 Azure Active Directory (Azure AD) fundamentals
3.2 Azure AD users and groups
3.3 Azure AD identities and governance

4. Describe Identity Protection and Governance
4.1 Azure AD identity protection
4.2 Azure AD access reviews
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4.3 Role-based access control (RBAC) in Azure

S. Describe Privileged Identity Management (PIM)
5.1 Privileged Identity Management concepts
5.2 PIM roles and activation

6. Describe Compliance Management in Azure
6.1 Azure compliance services and features
6.2 Azure Blueprints
6.3 Azure Policy

7. Describe Threat Protection in Azure
7.1 Azure Security Center
7.2 Azure Sentinel
7.3 Azure Monitor

8. Monitor Security in Azure
8.1 Azure Monitor and Azure Security Center
8.2 Azure Activity Log
8.3 Azure Log Analytics

9. Secure Your Infrastructure in Azure
9.1 Azure Key Vault
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9.2 Azure Dedicated Hosts

9.3 Azure Security Center recommendations

10.Describe Azure Governance and Compliance
10.1 Azure governance methodologies
10.2 Azure Policy and Blueprints

10.3 Azure Blueprints
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