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1. Kubernetes Overview 

1.1 What is Kubernetes? 

1.2 Kubernetes Architecture 

1.3 Kubernetes Components 

 

2. Google Kubernetes Engine (GKE) 

2.1 Introduction to GKE 

2.2 GKE Features and Benefits 

2.3 Creating a GKE Cluster 

 

3. Managing Kubernetes Workloads 

3.1 Deploying Applications 

3.2 Scaling Workloads 

3.3 Updating and Rolling Back Deployments 

 

4. Cluster Configuration 

4.1 Cluster Size and Configuration Options 

4.2 Node Pools 

4.3 Node Auto-Repair and Upgrades 

 

5. Access Control and Security 

5.1 IAM Roles and Permissions 

5.2 Network Policies 

5.3 Security Best Practices 
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6. Cluster Monitoring and Logging 

6.1 Stackdriver Integration 

6.2 Monitoring Workloads 

6.3 Logging and Debugging 

 

 

7. Deploying Applications 

7.1 Pods, Services, and Replication Controllers 

7.2 Deploying and Managing Deployments 

7.3 ConfigMaps and Secrets 

 

8. Service Discovery and Load Balancing 

8.1 Exposing Services 

8.2 Load Balancing with GKE 

8.3 Ingress Controllers 

 

9. Application Upgrades and Rollbacks 

9.1 Strategies for Application Updates 

9.2 Canary Deployments 

9.3 Blue-Green Deployments 

 

10. Configuring Persistent Storage 

10.1 Persistent Volumes and Persistent Volume Claims 

10.2 Dynamic Provisioning 

10.3 Storage Classes 

 

11. Resource Requests and Limits 

11.1 Managing Resource Allocation 

11.2 Resource Quotas 
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12. Autoscaling 

12.1 Horizontal Pod Autoscaling (HPA) 

12.2 Cluster Autoscaling 

 

13. Node Maintenance 

13.1 Node Pools and Drain Operations 

13.2 Node Troubleshooting 

 

14. Cluster Upgrades and Maintenance 

14.1 Upgrading GKE Clusters 

14.2 Maintenance Windows 

 

15. Troubleshooting 

15.1 Debugging Techniques 

15.2 Common Issues and Solutions 

 

16.Identity and Access Management (IAM) 

16.1 Service Account Management 

16.2 Role-Based Access Control (RBAC) 

 

17. Network Security 

17.1 VPC Peering 

17.2 Firewall Rules 

17.3 Private Cluster Setup 

 

18. Stack driver Monitoring 

18.1 Metrics and Alerts 

18.2 Custom Dashboards 

 

 

mailto:info@virajetech.com
http://www.virajetech.com/


info@virajetech.com www.virajetech.com +91 8618501719 

 

 

19. Stack driver Logging 

19.1 Log Querying 

19.2 Exporting Logs 

 

20. Audit Logging 

20.1 Audit Logs Overview 

20.2 Configuring Audit Logging 
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